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THANG 4 - NAM 2025

Ban Thuong vu Hoi LHPN tinh tran trong gidi thi€u Sé tay dién tU “Kién thic, ki'/\
nang Ung dung cong nghé thong tin va chuyén doi s6”. Noi dung dudc trich tu
“Tai liéu boi dudng, tap huan nang cao nang luc vé bao dam an toan thong tin cho
doi ngti nhan luc tuyén cd sé cuia cac b, nganh, dia phudng” do Cuc an toan

N\ thong tin, Bo Thong tin va Truyén thong bién soan, phat hanh nam 2024. 4

“Moi ea nhan edan tie trang bi kién Huie va kg ndng an toan, an ninh mang”
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DAM BAOANTOAN THONG TIN
KHI SUDUNG MAY TINH

01 l Thiét lap mat khau an toan. Can than véi cac link, file la.
o3 § Khong tai, cai dat phan mém khéng rd rang, khong can thiét.
WY | Cap nhat phan mém va hé diéu hanh.
1.3 | Cai dit phan mém phong chéng ma ddc.
W13 = M4 hda va sao lwu dit liéu gquan trong dinh ky, thwérng xuyén.

( WY@ | S dung USB, thiét bi lwu trir di dong cén trong.



MAT

THIET LAP

KHAU AN TOAN

Tan cong mat khau la phwong phap tan cong truyén thong
va nguy hiém nham vao ngwéi dung.

Str dung mat khau manh

Gt bi mat mat khau
bang cach nh& hodc dé
@ noi chi minh ban cé
thé biét va doc né

Str dung mot mat khau duy

nhat cho tirng tai khoan
quan trong nhw emalil, tai
khoan ngan hang...

Thiét Iap cac tuy chon khoi
phuc mat khau va hay cap
nhat ching mot cach
thwong xuyén




MAT

THIET LAP

KHAU AN TOAN

GOl Y CACH PAT MAT KHAU

Mat khau it nhat c6 7
Ky tw

Khong dung cac mat
khdu dé doan, dé biét
nhw: ho tén, ngay sinh,
ngay dac biét.

Str dung 4 loai ky tw bao

gom: chi¥ hoa, chir thuong,
chiv so va ky tw dac biét (@,
#, %...)

S dung it nhat 4 ky tw
khac nhau va ngau nhién.




Twong Ira hay con goi la Firewall giup bao vé hé théng an toan cho

ngudi dung, & day ban c6 thé kiém tra cac két ndi mang Wifi, ki€m
tra va bao vé cac két ndi hé thong mang kip thoi.

» LO' iCH

Kiém tra va stra 16i mang Wifi, Internet

Bao cao virus hoac diét virus cho may tinh cua ban

Giam sat cac hoat dong gay bat lori cho may tinh cua ban

Ngan chan nhirng van dé gay nguy hai cho may tinh

Bao vé may tinh cua ban khoi nhirng tac hai khac

K

ICH HOAT

CHUC N

ANG TUONG LUA



BUOC 1

Tal thanh
“Tim
kiém”,
nhap va
vao
“Control
Panel”

\/ CAC BUOC CAI PAT TUONG LUA

BUOC 2

BUOC 3

BUOC 4

Chon
“System
and
Security”

Chon tiép
vao
“Windown
Defender
Firewall”

Nhan chon
“Turn
Windows
Defender
Firewall on
or off”

BUOC 5

Lwa chon
“Turn on
Windows
Defender
Firewall”

BUOC 6

Nhan OK
dé lwu lai
thay d6i




GG BO CAC CHUONG TRINH

n

Céc thiét bi ca nhan thuorng dwoc nha san xuét cai dat san cac chuwong trinh quang

cao, gidi thiéu hoac ban dung thir ciia cac phan mém khac. Ngoai ra, con cd cac
chwong trinh trong qua trinh st¢ dung duoc cai dat. Cac chwong trinh nay c6 thé an
chira cac nguy co gay mat an toan thdng tin ma ké tan céng c¢6 thé lgi dung ngay trong

gua trinh str dung lan dau tién hoac lam gidm hiéu nang cua thiét bi.

)P HUONG DAN

KHO

G CAN Tt

1 Tai thanh “Tim kiém”, ban nhap va vao “Control Panel”

:

[

2 Tai muc “Programs”, chon Uninstall a Program

Tim dén (rng dung ma ban mudn xéa va bam chudt

- phai, sau dé chon Uninstall.



Sau khi cai dat, hé diéu hanh clia may tinh hoac phan mém c6 thé la phién ban cii
chua duoc va 16i bao mét. Do do, ngudi str dung can thiét lap ché do tw dong cap
nhat hé diéu hanh va cac phan mém khac. Bé thuc hién viéc nay, nguoi dung mé

chirc nang Windows Update, str dung tuy chon “Change Settings” dé thi€t [ap viéc
tw dong cap nhat.

» HUONG DAN

1 M& ctra sO6 Start va nhap vao biéu twong "rang cuwa"
Settings (Cai dat) & goc dwéi bén trai man hinh

CAP NHAT PHAN MEM

L\ A\

VA HE DIEU/HANH

Trong ctra sO Settings, chon Update & Security
(Cap nhat & Bao mat)

Ctlra s6 Windows Update dwo'c mé ra. Nhan vao nut
Check for Updates (Kiém tra ban cap nhat)

Sau khi cap nhat xong, bam Restart dé khéi
dong lai may tinh




Phan mém diét virus la 1&p l& chan quan trong bao vé ngudi str dung khoi cac ma doc
va virus. Do d6, can cé chuong trinh diét virus dé bao vé ngudi diing ngay trong cac
hoat ddng dau tién clia nguwdi str dung trén may tinh. Trén thi trrdng cd nhiéu hang
cung cap giai phap diét virus, ngudi str dung co thé Iwa chon gidi phap mién phi hoac
cac giai phap thwong mai.

» HUONG DAN

1\ Nhan Start va chon Setting

CAI DAT PHAN MEM
PHONG, CHONG MA BOC

2 Chon Update & Security va chon Windows Security

3 Chon Open Windows Security




bso’ DUNG PHAN MEM DIET VIRUS CO BAN QUYEN

Cai ddt phan mém phong chéng ma déc

A AVG U McAfee KAIPZR(IKY

. Internet Security An Intel Company ANTIVIRUS

CAI DAT PHAN MEM
PHONG, CHONG MA'BAC . ¥’ Symantec.

) TREND. & bitdefender

l InfoSec




MA HOA DU LIEU

Ma hda la mot phuong phap bao vé thong tin, bang cach chuyén
dbi thong tin tir dang c6 thé doc va hi€éu dwoc théng thuwong trén
cac hé diéu hanh sang dang théng tin chi c6 thé doc dwoc qua giai
phap da ma hoa.

> HUGNG DAN

1 \Nhap chudt phai lén 6 muén ma héa va chon “Tum on Bitlocker”

MA HOA VA SAO LL:U
DU LIEU

2 | Chon Use a passwordto unlock the drive va Nhap mat khau bao vé

3  Chon lwu Save to afile

4 | Chon Encrypt entire drive

® ' Chon Compatible mode

© @ Chon Start encrypting




SAO LUU DU LIEU

Bao vé dir liéu quan trong bang céach sao Iwu chiing vao 6 cltrng ngoai
hoac hé thdong lwu trir trén ha tdang dam may. Truwong hop thiét bi cia
ban bi nhiém phan mém doc hai hodc bi truy cap b&i hacker, dir liéu
clla ban c6 thé bi héng, bi x6a hoac ma héa doi tién chudc ransomware.

T

MA HOA VA SAO LWU

DU LIEU

liéu tach biét vai thiét bi dang st dung (khdng két ndi lién tuc

@ Pam bao thiét bi di ddng, 6 ci*ng ngoai st¥ dung dé sao lwu dir
gua day cap vat ly hoac mang cuc b0).

<\/' Dich vu lwu trik dam may rat hiru ich dé Iwu trh mot ban sao
dir liéu cta minh & noi khac qua internet.




Phan I&n, nguwdi dung déu da hoac dang s& hiru thiét bi USB dé Iwu trir di¥ liéu
phuc vu cho viéc hoc tap, lam viéc cta ban than. Cac thiét bi lwu trlr hoan toan
c6 thé bi nhiém virus va ransomware (vo tinh hodc c6 y) va str dung v&i muc
dich xau, gay thiét hai cho nguoi str dung ching. Tham chi con c6 nhirng phan
mém doc hai duoc thiét ké danh riéng cho USB, bién chiéc USB thanh céng cu
lay nhiém méa dbc trung gian trén may tinh, qua dé danh cap thong tin dang
nhap va dir liéu nhay cam.

su DUNG @D THIET Bl @Khﬁng cam USB chua xac dinh ngubn gdc vao cac may tinh quan trong
LU TRY DI BONGIAN TOAN

Ludn dung giai phap phong chdng phan mém doc hai va loai bd cac ma doc
trén cac thiét bi lu trly di dong trwdre khi str dung

<\/> Khong st dung chung mét 6 USB cho may tinh ca gia dinh va co’ quan. bieu
nay c6 thé lam gidm nguy co lay nhiém chéo gitra cac may tinh

(\/') Ludn bat cac tinh nang bao mat nhu xac thwe méat khau, van tay (néu co) doi
voi két ndi USB

Ludn cap nhat phan mém trén may tinh ctia ban Ién phién ban méi nhat dé
dwoc bao vé toi da truée cac loai ma doc, 16 hdong bao méat da biét



